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1 Background

IDLogiq was accepted by the U.S. Food and Drug Administration to participate in the FDA DSCSA Pilot Project
Program to assist in the FDA and members of the pharmaceutical distribution supply chain during this process
of determining the development of the electronic, interoperable system that will identify and trace certain
prescription drugs at the package-level tracing and verification as they are distributed within the United States.
Our pilot program aims at helping the FDA and all the stakeholders to understand the process and evaluate the
pilot project, once completed, with the collective hope of optimizing safety and security of the pharmaceutical
supply chain ecosystem.

For the first month, we completed end-to-end testing of 200 products through entire product life cycle,
beginning from manufacturer issuance, repackaging by repackager and shipping out to pharmacy.

In our second month, we completed end-to-end testing of 200 products from manufacturer issuance,
repackaging by repackager and shipping out to pharmacy.

In our third month of the pilot program, we completed end-to-end test of 1000 products from manufacturer
issuance, aggregation of products into containers by manufacturer, disaggregation of products at the
repackager, repackaging by repackaging, aggregation of products at the repackager, and shipping out to
pharmacies.

In our fourth month (Nov 1-30, 2019), we completed end-to-end test of 1100 products through entire product
life cycle, beginning from manufacturer issuance, to aggregation of products into containers by manufacturer,
to disaggregation of products at the repackager, repackaging by repackager, aggregation of products at the
repackager, and shipping out to pharmacies. The above test also included usage of Near-field communication
labels to track 100 products through-out its lifecycle.

In our fifth month (Dec 1-30, 2019), we completed end-to-end-test of 2100 products through entire product life
cycle, beginning from manufacturer issuance, to aggregation of products into containers by manufacturer, to
disaggregation of products at the repackager, repackaging by repackager, aggregation of products at the
repackager, and shipping out to pharmacies. Of those total 2100, we performed 1000 pilot test of data-matrix
labels with IDLogiq cryptographic authentication. The above test also included usage of Near-field
communication labels to track 100 products through-out its lifecycle.

In this final report, we will summarize the activities performed over entire pilot test results for IDLogiq Pilot
Program with the help of our partners (mainly Alexso/SA3 and several dispensers).

2 System under Test and Workflow Diagram

The pilot system involves multiple processes, from the manufacturing entity to the dispenser (pharmacy). The
system will record precisely all events (aggregation, repackaging, disaggregation, shipping) in the standard
EPCIS format using our digital ledger, which includes t h who,fivhat, where, when, h o wrdormation of all
events related the transfer of goods in the supply chain.
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2.1 September pilot materials list

T
)l
)l
T

200 empty and unlabeled prescription medicine bottles

200 printed GS1 standard data-matrix labels issued by Alvogen (manufacturer replica)

100 printed GS1 standard data-matrix labels issued by SA3 (repackager replica)

100 printed GS1 standard data-matrix labels with IDLogiq cryptographic authentication issued by SA3
(repackager replica)

2.2 October pilot materials list

f
f
il
f

= =4

1000 empty and unlabeled prescription medicine bottles

1000 printed GS1 standard data-matrix labels issued by Alvogen (manufacturer replica)

1000 printed GS1 standard data-matrix labels issued by SA3 (repackager replica)

15 GS1 standard data-matrix labels to test aggregation into 6-pack issued by Alvogen (manufacturer
replica)

15 GS1 standard data-matrix labels to test aggregation into 12-pack issued by Alvogen (manufacturer
replica)

15 GS1 standard data-matrix labels to test aggregation into 5-pack issued by SA3 (repackager replica)
15 GS1 standard data-matrix labels to test aggregation into 10-pack issued by SA3 (repackager replica)

2.3 November pilot materials list

il
f
il
il

=A =8 =4

1100 empty and unlabeled prescription medicine bottles

1100 printed GS1 standard data-matrix labels issued by Alvogen (manufacturer replica)

1100 printed GS1 standard data-matrix labels issued by SA3 (repackager replica)

15 GS1 standard data-matrix labels to test aggregation into 6-pack issued by Alvogen (manufacturer
replica)

15 GS1 standard data-matrix labels to test aggregation into 12-pack issued by Alvogen (manufacturer
replica)

15 GS1 standard data-matrix labels to test aggregation into 5-pack issued by SA3 (repackager replica)
15 GS1 standard data-matrix labels to test aggregation into 10-pack issued by SA3 (repackager replica)
100 Near-Field Communication Labels (NFC) to test repackaging using NFC (Hardware data carrier) for
robust tamper-resistant measures.

2.4 December pilot materials list

f
f
f

f
il

=A =4 =4

2000 empty and unlabeled prescription medicine bottles

1000 printed GS1 standard data-matrix labels issued by Alvogen (manufacturer replica)

1000 printed GS1 standard data-matrix labels with IDLogiq cryptographic authentication issued by Alvogen
(manufacturer replica)

1000 printed GS1 standard data-matrix labels issued by SA3 (repackager replica)

1000 printed GS1 standard data-matrix labels with IDLogiq cryptographic authentication issued by SA3
(manufacturer replica)

15 GS1 standard data-matrix labels to test aggregation into 6-pack issued by Alvogen (manufacturer
replica)

15 GS1 standard data-matrix labels to test aggregation into 12-pack issued by Alvogen (manufacturer
replica)

15 GS1 standard data-matrix labels to test aggregation into 5-pack issued by SA3 (repackager replica)
15 GS1 standard data-matrix labels to test aggregation into 10-pack issued by SA3 (repackager replica)
100 Near-Field Communication Labels (NFC) to test repackaging using NFC (Hardware data carrier) for
robust tamper-resistant measures.
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Medicine bottles
undergone pilot
test

Labels issued by
Manufacturer
Labels issued by
Repackager
Aggregation
containers 6-pack
Aggregation
containers 12-pack
GS1 cryptographic
labels tested
Near-field
communication
labels tested
Number of EPCIS
events registered
Number of scans

August
200

200

200

100

418

836

September
200

200

200

0

0

100

418

836
Table 1.

October

1000

1000

1000

15

15

0

0

2272

4544

November

1100

1100

1100

15

15

0

100

2463

4926

3 End-to-End Workflow Under Test

Figures color meaning:

Green is Organization
Pink is Saleable Item

Blue is Event

December

2000

2000

2000

15

15

1000

100

4281

8562

Summary over period of 5 months

TOTAL

4500

4500

4500

45

45

1200

200

9852

19704

3.1 Aggregation and Transfer Out at Manufacturer (Shipping)

Aggregation process using IDLogiq DSCSA Tool begins by allowing Alvogen to scan all items to be
aggregated and associate them with a higher-level container item. This allows us to map N-products (6-
products / 12-products) to a single aggregated container label.

After completion of aggregation of all products into 6 and 12 packs at manufacturer, we generated EPCIS 1.2
format file representing transfer-out transfer-in event between Alvogen and SA3.

Aggregation
Labels issued for
6-pack

Aggregation
Labels
issued for 12-pack

Aggregation
Labels

with IDLogiq
Cryptographic
Authentication

Number of Child-
items aggregated

August
0

0

September

October
15

15

270

November

15

15

270

December
15

15

30

540

TOTAL

1080

Table 2. Aggregated products & labels over period of 5 months
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Figure 3.
recorded in IDLogiq digital ledger.
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3.1.1 Aggregation example through IDLogiq application screenshots

Depending on the desirable workflow, the higher-level container item can be scan before or after the items to
be included. In this test, we used the fafteromethod.

3.1.1.1 Scan all child labels via Bar-code scan

To perform aggregation, we begin by scanning all child items that would be aggregated into a package using
IDLogiq app

19:11 =

< Aggregation

+ Total ltems: B
Add Source Item
GTIN SN Lot EXP
00353748110015 1576927708519 191030 2099-01-0
00353746110015 1576927707503 191030 2099-01-0
Reference ID
Reference ID
e
o D &, ® =
1 History Pr Vi
Screenshot 1. Aggregation Ul to scan and list all child items
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3.1.1.2 Scan parent label via Bar-code scan

After all child items are scanned, we would scan the parent label as the destination item.

19:11 w4

< Aggregation

+ Total ltems: @

Add Source Item
GTIN SN Lot

00353746110015 1576927707503 191030 2099-01-0

00353746110015 1576927708519 191030 2099-01-0

Destination item information

GTIN: 00353746110015
Lot: 191030

SN: 1576927709519
EXP: 2099-01-01

Re-scan

Reference ID

Reference ID

Aggregate

Profile More Home History Profile More

Screenshot 2. Aggregation Ul to scan the parent item to complete aggregation
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3.1.1.3 Complete aggregation

After all child items are scanned, and their destination parent label is mapped, we execute complete
aggregation to register an aggregation event which would be saved in IDLogiq digital ledger.

All items in the list will be aggregated into a new label.
Note: That process cannot undo

Aggregation completed

Screenshot 3. Aggregation submission Ul

3.2 Transfer In (Receiving)

SA3 receives prescription drugs from the drug manufacturer (Alvogen) GS1 label, together with a file
describing shipping events either in EPCIS 1.2 or ASN EDI 856 standard. The file includes all electronic
product codes (EPC), lot number and source/destination information of the transfer event. IDLogiq software
allows SA3 to directly import these file and parse necessary data required to extract details about the
shipment. A shipment received event will be generated under SA3 in our digital ledger. SA3 can cross-check
whether the transfer event is registered correctly by searching shipment using filters such as GTIN, lot number,
serial number. The EPCIS 1.2 also specifies the aggregation events performed at the manufacturer and the list
of all electronic product codes (EPC) in the aggregated package.
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OUTPUT(?) INPUT(18)

Figure 4.  Visualization screen capture of the transfer-in event
between Alvogen manufacturer and SA3 in IDLogiq digital ledger system.

3.3 Disaggregation

Before performing repackaging in Step 4, we disaggregated all the aggregated packages into individual
products to prepare them for repackaging. Tracking disaggregation step allows us to accurately track and trace
individual EPCs during their entire lifecycle from issuance, aggregation, disaggregation, repackaging and
shipping.

Track and trace records of the disaggregation process is automated with the IDLogiq DSCSA tool as follows:

1 Scan the GS1 label of the top-level (parent) container to be disaggregated, then

9 After opening the package, all the products inside the package are scanned and verified. IDLogiq
responsive Ul performs real-time verification, error detection, and cross-checking whether the items
aggregated at the manufacturer are the same as the ones received through shipment documentation
while performing disaggregation. We can notify on the repackager about missing items or additional
items added into the package while shipping due to human error through the IDLogiqg responsive Ul.

After completion of disaggregation of all products from 6 and 12 packs at repackager, we would begin
repackaging simulation at SA3 in Step 4.

August | September | October | November | December | TOTAL

Number of 0 0 270 270 540 1080
Child-items
aggregated

Table 3. Disaggregated products during the DSCSA Pilot Program

Page 12 of 46



3.3.1 Disaggregation example through IDLogiq application screenshots
3.3.1.1 Scan parent item of the package to disaggregate

After the parent label is scanned, IDLogiq application will display the list of child items the package must
contain. At the beginning, all items are marked with red indicator to indicate that they are in the disaggregation
but have not been scanned and verified, as we scan the individual child items, the indicator is updated to
green. Any remaining items with red labels after child items scanning is complete are mismatch or missing
items due to human error. If an item is not in the list, it will be flagged as a CRITICAL error to warn that an
unexpected (undocumented) items has been received.

Screenshot 4. Disaggregation Ul with color-coded (red: missing, green: received) indicator to identify
missing items during aggregation and disaggregation
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